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BizTalk Alerts in SCOM are flooding my e -mail Inbox, Help!  
Written by Andrés Naranjo, Microsoft Premier Field Engineer. 

{ƻ ȅƻǳΩǾŜ ǎǇŜƴǘ ƭƻƴƎ ƘƻǳǊǎ ŎƻƴŦƛƎǳǊƛƴƎ ȅƻǳǊ .ƛȊ¢ŀƭƪ ŜƴǾƛǊƻƴƳŜƴǘ ǘƻ ƛƴǘŜƎǊŀǘŜ ȅƻǳǊ ōǳǎƛƴŜǎǎ 

applications, and perhaps even longer hours developing orchestrations and business rules to automate 

ȅƻǳǊ ōǳǎƛƴŜǎǎ ǇǊƻŎŜǎǎŜǎΦ  ¸ƻǳΩǾŜ ŘŜǇƭƻȅed your BizTalk artifacts onto a server group, and even took the 

ōƻƭŘ ǎǘŜǇ ƻŦ ƛƳǇƭŜƳŜƴǘƛƴƎ ŀ .ƛȊ¢ŀƭƪ ƳƻƴƛǘƻǊƛƴƎ ǎƻƭǳǘƛƻƴ ǳǎƛƴƎ aƛŎǊƻǎƻŦǘΩǎ {ȅǎǘŜƳ /ŜƴǘŜǊ hǇŜǊŀǘƛƻƴǎ 

Manager (SCOM1), with the BizTalk Management Pack.  Now all should be right in the world and you can 

sleep at night, correct? 

²ŜƭƭΣ ǘƘŀǘΩǎ ǘƘŜ ǘƘŜƻǊȅΦ   ¢ƘŜ ǊŜŀƭƛǘȅΣ ƘƻǿŜǾŜǊΣ Ƴŀȅ ōŜ ŀ ōƛǘ ƳƻǊŜ ǇǊƻōƭŜƳŀǘƛŎΦ  {ǳǇǇƻǎŜ ŦƻǊ ŜȄŀƳǇƭŜ 

that one of the downstream systems you integrate with becomes unavailable, say a WCF service a 

partner exposes, goes down ŦƻǊ ƳŀƛƴǘŜƴŀƴŎŜ ŀƴŘ ǘƘŜȅ ŘƛŘƴΩǘ ǿŀǊƴ ȅƻǳΦ  ²ƘƛƭŜ ǘƘŀǘΩǎ ƘŀǇǇŜƴƛƴƎΣ ȅƻǳΩǊŜ 

sending hundreds, or thousands of messages to that WCF service, and expecting a response so you can 

continue your business processes.   From the BizTalk perspective, this is not a problem, merely an 

annoyance.  The outgoing messages will be suspended on the outbound leg of their journey, and once 

the target WCF service comes back up, you can resume the messages and go on with your business.   

That is provided, of course, that SCOM ŀƭŜǊǘǎ ƘŀǾŜƴΩǘ ŦƛƭƭŜŘ ǳǇ ȅƻǳǊ Ŝ-mail Inbox with alert e-mails 

indicating this message or that message has been suspended.  You see, by default, the BizTalk 

Management Pack is configured to detect message transmission failures and raise an alert for each 

message that is suspended.  Each message, being a unique instance of data, causes its own alert and is 

treated as a single entity from the Systems Center Operations Manager perspective.  So if you have 

configured e-mail or SMS alerts for BizTalk failures, each message suspension and their equivalent SCOM 

alert, will generate a corresponding e-mail or SMS.  By the time the downstream WCF service becomes 

available, your e-mail Inbox could be essentially full of e-mails all indicating essentially the same 

problem, albeit with different message instance IDs. 

Figure 1 demonstrates this effect from the perspective of the SCOM admin console.  Notice the first 

portion I highlighted, showing a message count of 196 alerts, and compare that with Figure 2 which 

displays tƘŜ .ƛȊ¢ŀƭƪ ŀŘƳƛƴ ŎƻƴǎƻƭŜΩǎ DǊƻǳǇ Iǳō ǾƛŜǿΣ ǎƘƻǿƛƴƎ ǘƘŜ ŜǉǳƛǾŀƭŜƴǘ мфс ǎǳǎǇŜƴŘŜŘ ƳŜǎǎŀƎŜǎΦ  

Under normal circumstances, this would result in 196 e-mails or pages or SMS messages if SCOM 

notifications have been configured. 

                                                           
1
 {ȅǎǘŜƳ /ŜƴǘŜǊ hǇŜǊŀǘƛƻƴǎ aŀƴŀƎŜǊ όŦƻǊƳŜǊƭȅ ahaύ ƛǎ aƛŎǊƻǎƻŦǘΩǎ ǎƻƭǳǘƛƻƴ ŦƻǊ ŜƴǘŜǊǇǊƛǎŜ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ 

management.  It provides a flexible and customizable framework for the monitoring of every Microsoft Enterprise 
product, through the use of Management Packs, released by both Microsoft, and Microsoft Partners, which supply 
the heuristics and logic necessary to dynamically discover and monitor artifacts, and generate alerts and 
notifications when undesirable events or conditions occur.   With SCOM and the appropriate management packs, 
you can monitor events, performance, log files, web URLs, application configuration settings, service and process 
availability, and much more. 
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Figure 1: SCOM Admin console - Alerts View 

 

 

Figure 2: BizTalk Admin console - Group Hub 

¢ƘŜ ƛƴƛǘƛŀƭ ǊŜǎǇƻƴǎŜ ŦǊƻƳ {/ha ŀŘƳƛƴƛǎǘǊŀǘƻǊǎ ƳƛƎƘǘ ōŜ άǿŜ Ƴǳǎǘ ƻǾŜǊǊƛŘŜ ǘƘŜ .ƛȊ¢ŀƭƪ aŀƴŀƎŜƳŜƴǘ 

tŀŎƪΣ ǘƻ ǎƻƳŜƘƻǿ ŘƛǎŀōƭŜ ǘƘŜ ŀƭŜǊǘǎΦέ  IƻǿŜǾŜǊΣ Řƛǎŀōling alerts just because there are too many 

instances of the alerts is contrary to the objective of implementing SCOM and the BizTalk Management 

Pack, namely to make BizTalk administration easier.  So the objective is to override the BizTalk 
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Management Pack, but to do so in such a way that we do still get alerted when messaging operations 

fail, just not thousands of times. 

How, then, do we prevent SCOM from generating these thousands of alerts?  There is a little known 

piece of functionality for SCOM monitors and rules whereby alerts can be configured to be grouped 

according to one or more properties of the alert.  As a result, multiple alerts with the same values for 

these properties are grouped together, and instead of generating new alert instances, SCOM simply 

increments the alert count.   

The first hurdle we must clear is the fact that the BizTalk Management Pack for SCOM is sealed.  

Essentially, a certificate has been applied to the management pack so as to prevent it from being 

changed in any way.  This does not mean that the settings of the BizTalk Management Pack are final, 

because what we can do is to create a custom management pack, and to override certain settings of the 

BizTalk Management Pack so as to achieve an end-sum where SCOM behaves more to our liking.   

The basic plan is as follows: 

1. Create our custom management pack. 

2. Find the BizTalk SCOM alert we want to change. 

3. Document the settings of the BizTalk Management Pack alert we want to change. 

4. Override the BizTalk Management Pack alert, so as to disable it. 

5. Create a brand new alert, with the settings we documented earlier. 

6. Change the grouping properties so alerts are grouped as per our criteria. 

Creating a new custom management pack is fairly straight forward, and as a general recommended best-

practice, you should have a custom management pack for every sealed management pack.  After 

opening the SCOM Administration Console, open the Administration section, right-click on Management 

Packs and select Create Management Pack.  In the dialog box which opens up, give the Management 

tŀŎƪ ŀ ŘŜǎŎǊƛǇǘƛǾŜ ƴŀƳŜΣ ǎǳŎƘ ŀǎΥ ά/ƻƴǘƻǎƻ .ƛȊ¢ŀƭƪ aŀƴŀƎŜƳŜƴǘ tŀŎƪέΣ ǿƘƛŎƘ ƛǎ ǘƘŜ ƴŀƳŜ ǿŜ ǿƛƭƭ ǳǎŜ 

for this example.  The Management Pack creation wizard is fairly straight forward, and should only 

require a name and version information. 

The next item in our master plan is to figure out what exactly it is that we want to change.  Any time we 

make changes to existing management packs in SCOM we call those changes overrides.  So, what is it 

that SCOM uses to monitor what BizTalk is doing? How does SCOM figure out when BizTalk messages 

are not flowing in or out of BizTalk?  Fortunately for us, and our purposes, the artifact SCOM uses is 

actually very simple.  SCOM simply monitors the Windows Application event log on the BizTalk machines 

ƭƻƻƪƛƴƎ ŦƻǊ ǎǇŜŎƛŦƛŎ 9ǾŜƴǘ L5Ωǎ ǿƛǘƘ ǎǇŜŎƛŦƛŎ ǎƻǳǊŎŜǎΣ ǳǎƛƴƎ {/ha ŜǾŜƴǘ ƭƻƎ ǊǳƭŜǎΣ ŀƴŘ ŦƛǊŜǎ ǳǇ ŀƭŜǊǘǎ ǿƘŜƴ 

the specified events occur.  Figure 3 shows the Application event log entry for the messages suspended 

earlier. 
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Figure 3: Event Log for a particular suspended message 

Of course, there are many different events BizTalk can issue, according to the nature of the problem in 

question.  The events generated for a transmission failure by an FTP adapter may be different than the 

events generated in sending a SOAP message.  Accordingly, SCOM has different rules for all the possible 

occurrences of events.   So where do we start looking? Well, as it turns out the SCOM alert actually tells 

us all we need to know about the rule which is firing the alert, as shown by the second highlighted item 

in Figure 1 above with the label of Alert Rule.  The Alert Rule tells us exactly which SCOM rule has 

ǘǊƛƎƎŜǊŜŘ ǘƘŜ ŀƭŜǊǘΣ ƛƴ ǘƘƛǎ ŎŀǎŜ ƛǘ ƛǎ ŀƴ !ƭŜǊǘ wǳƭŜ ŎŀƭƭŜŘ   ά/ƻǊŜ !ƭŜǊǘΥ 9wwhw ς An outbound message is 

ōŜƛƴƎ ǎǳǎǇŜƴŘŜŘ ōȅ ǘƘŜ !ŘŀǇǘŜǊΦέ   

Messaging alerts, as designed by the developers of the BizTalk Management Pack, all start with the 

ǿƻǊŘǎ ά/ƻǊŜ !ƭŜǊǘΣέ ŀƴŘ ǿŜ Ŏŀƴ ŦƛƴŘ ǘƘŜƳ ŀƭƭ ƛƴ ǘƘŜ {/ha ŀŘƳƛƴ ŎƻƴǎƻƭŜΣ ōȅ ƎƻƛƴƎ ǘƻ ǘƘŜ !ǳǘƘƻǊƛƴƎ 

section (highlighted on the left pane in Figure 4 below,) expanding the Management Pack Objects node, 

ŀƴŘ ŎƭƛŎƪƛƴƎ ƻƴ wǳƭŜǎΦ  ¢ƘŜƴ ƻƴ ǘƘŜ ǊƛƎƘǘ ƘŀƴŘ ǇŀƴŜ ŀǘ ǘƘŜ ǘƻǇΣ ǳǎŜ ǘƘŜ ά[ƻƻƪ ŦƻǊΥέ ǎŜŀǊŎƘ ōƻȄ ǘƻ ŦƛƭǘŜǊ ŀƭƭ 

the rules installed on the SCOM server with the key wƻǊŘǎ ά/ƻǊŜ !ƭŜǊǘέΣ ŀǎ ǎŜŜƴ ƛƴ CƛƎǳǊŜ пΦ  ¸ƻǳ ŎƻǳƭŘ 

proactively override these alerts in order to prevent alert flooding, but since there are over fifty of 

ǘƘŜǎŜΣ L ǿƻǳƭŘ ǊŜŎƻƳƳŜƴŘ ƻƴƭȅ άǘǳƴƛƴƎέ ǘƘŜ ŀƭŜǊǘǎ ȅƻǳ ŀǊŜ ŜȄǇŜǊƛŜƴŎƛƴƎΦ   
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Figure 4: List of the 57 messaging related alert rules in the BizTalk Management Pack 

 Referring back to our master plan above, in step 2 we have to find the alert rule we are interested in 

modifying.  In this case, I highlighted our particular rule in Figure 4.  Now we can right-click on the rule 

and select properties, so that we can document (step 3 of the plan) the settings and behavior of the rule 

ƛƴ ƻǊŘŜǊ ǘƻ ŎǊŜŀǘŜ ŀ ƴŜǿ ǊǳƭŜ ǿƛǘƘ ǎƛƳƛƭŀǊ ŎƻƴŦƛƎǳǊŀǘƛƻƴΦ  bƻǘŜ ǘƘŀǘ ǿŜ Ŏŀƴ ŀƭǎƻ ƎŜǘ ǘƻ ǘƘŜ ǊǳƭŜΩǎ 

propertiŜǎ ōȅ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ ŀƭŜǊǘ ǊǳƭŜΩǎ ƴŀƳŜ L ƘƛƎƘƭƛƎƘǘŜŘ ƛƴ CƛƎǳǊŜ мΣ ŀƴŘ ǎŜŜ ǘƘŜ ŜȄŀŎǘ ǎŀƳŜ 

properties box. 

Figure 5 shows the Configuration tab of the properties dialog box for the Core Alert rule we are 

interested in.  The Configuration tab is the only one we really care about since this is where all the 

ǎŜǘǘƛƴƎǎ ǿŜΩǊŜ ƭƻƻƪƛƴƎ ǘƻ ŘƻŎǳƳŜƴǘ ŀǊŜ ƭƻŎŀǘŜŘΦ  ¢ƘŜ tǊƻŘǳŎǘ YƴƻǿƭŜŘƎŜ ǘŀō Ƙŀǎ ŀ ŘŜǎŎǊƛǇǘƛƻƴ ƻŦ ǿƘŀǘ 

the alert does, but this knowledge is not that relevant. 

CƛǊǎǘ ǿŜΩƭƭ ŘƻŎǳƳŜƴǘ ǘƘŜ Data Sources properties, which we can do by clicking on the top-Ƴƻǎǘ ά±ƛŜǿΧέ 

button, to see where our alert data comes from, as shown in Figure 6.  The Log Name tab shows us that 

the data comes from the Application event log, and the Expression tab shows us that the alert uses a 

logical expression equivalent to (Event Level = Error) AND (Event ID =5754) AND (Event Source = BizTalk 

Server 2006 OR Event Source = BizTalk Server 2009).  Remember, these are the configuration settings of 

the rule that is part of the BizTalk Management  Pack.  We are documenting them, so we can create a 

custom rule of our own in our unsealed management pack.  To document these settings, write them 

down, or take screenshots of the properties box. 

 Next we need to document the properties for the SCOM alert that will be generated.  We cancel out of 

ǘƘŜ 5ŀǘŀ {ƻǳǊŎŜǎ ŘƛŀƭƻƎ ōƻȄΣ ŀƴŘ ǳƴŘŜǊ ǘƘŜ wŜǎǇƻƴǎŜǎ ǎŜŎǘƛƻƴǎΣ ŎƭƛŎƪ ƻƴ άDŜƴŜǊŀǘŜ!ƭŜǊǘέΣ ŀƴŘ ǘƘŜƴ ŎƭƛŎƪ 
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ǘƘŜ ά±ƛŜǿΧέ ōǳǘǘƻƴ ǘƻ ǘƘŜ ǊƛƎƘǘ ƻŦ ǘƘƛǎ ŎƻƴǘǊƻƭΦ  5ƻŎǳƳŜƴǘ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǎŜǘǘƛƴƎǎ ƘŜǊŜΣ ŀǎ ǎƘƻǿƴ ƛƴ 

Figure 7, including the Alert Name, Alert Priority, Alert Severity, and the Alert Description, in this case 

$Data/EventDescription$.  

 

Figure 5: Alert rule configuration properties 
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Figure 6: Alert Rule Event log filter expression 
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Figure 7: GenerateAlert configuration properties 

Having documented these properties, we then need to check out the Alert Suppression settings.  Alert 

suppression is the mechanism we are looking to leverage so that instead of generating multiple alerts 

(and thereby multiple e-mails or SMS messages), we generate just one when the alert is raised, and 

increase the Repeat Count of the alert by one every time the event occurs.  Figure 8 shows the Alert 

Suppression Settings for the alert we are exploring here.  As you can see, by default, the events are 

configured to be grouped by Event ID, Event Source, and something called Parameter 1.  There is also an 

advanced suppression parameter, which you can review but whiŎƘ ǿŜ ǿƻƴΩǘ ƴŜŜŘΦ 
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Figure 8: Alert Suppression configuration properties 

 After having documented the configuration settings for the alert rule, it is time to do away with the 

rule.  Again, since the rule is defined in a sealed management pack, we cannot remove it, but we can 

override it.  To override the alert, from the Authoring console view of Core Alerts, right click on the 

ά/ƻǊŜ !ƭŜǊǘΥ 9wwhw ς !ƴ ƻǳǘōƻǳƴŘ ƳŜǎǎŀƎŜ ƛǎ ōŜƛƴƎ ǎǳǎǇŜƴŘŜŘ ōȅ ǘƘŜ !ŘŀǇǘŜǊέ ǊǳƭŜΣ  ǎŜƭŜŎǘ άhǾŜǊǊƛŘŜǎά 

and select Disable the Rule -> For all objects of type BizTalk Server.  This will override the rule for all 

BizTalk servers monitored by SCOM.  If you only wish to override the rule for some servers, you can 

target the override accordingly by placing different servers into SCOM groups and targeting the override 

to just the groups you want. 

Configure the Override properties as shown in Figure 9, making sure to select your custom management 

pack (in our case the Contoso BizTalk Management Pack), checking the chŜŎƪōƻȄ ŦƻǊ ά9ƴŀōƭŜŘέ ŀƴŘ 

ǎŜƭŜŎǘƛƴƎ ŀƴ άhǾŜǊǊƛŘŜ ±ŀƭǳŜέ ƻŦ CŀƭǎŜΣ ǘƘŜƴ ŎƭƛŎƪ ǘƘŜ !ǇǇƭȅ ōǳǘǘƻƴΦ  ¢ƘŜ ƻǾŜǊǊƛŘŜ ŜŦŦŜŎǘƛǾŜƭȅ ŘƛǎŀōƭŜǎ ǘƘƛǎ 

rule on all BizTalk Servers, which is not a problem since we are going to create one from scratch.  We will 

have full control over the new rule. 








































































































































