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BizTalk Alerts in SCOM are flooding my e -mail Inbox, Help!

Written by Andrés Naranjo, MicrosoRremier Field Engineer.
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applications, and perhaps even longer hours developing orchestrations and business rules to automate
@2dzNJ 60dzaAy Saa LINRDSU BIZEkartifacts rda@ Bedver Rréuplfaddéven took the
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Manager (SCOWN with the BizTalk Management Pack. Now all should be right in the worlgoanchn

sleep at night, correct?
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that one of the downstream systems you integrate with becomes unavailable, say a WCF service a

partner exposes, goesdovih2 NJ Y Ay i Sy yOS FyR (KSe& RARYyQl g4I Ny ¢
sending hundreds, or thousands of messages to that WCF service, and expecting a response so you can
continue your business processes. From the BizTalk perspective, this isrobkesnp merely an

annoyance. The outgoing messages will be suspended on the outbound leg of their journey, and once

the target WCF service comes back up, you can resume the messages and go on with your business.

That is provided, of course, that SCOM S NIi & K I @Sy maéil Inbox fvith Slétt exizlld & 2 dzNJ S
indicating this message or that message has been suspended. You see, by default, the BizTalk
Management Pack is configured to detect message transmission failures and raise an alert for each
message that is suspended. Each message, being a unique instance of data, causes its own alert and is
treated as a single entity from the Systems Center Operations Manager perspective. So if you have
configured email or SMS alerts for BizTalk failures;lemessage suspension and their equivalent SCOM
alert, will generate a correspondingreail or SMS. By the time the downstream WCF service becomes
available, your @nail Inbox could be essentially full ofhaails all indicating essentially the same

problem, albeit with different message instance IDs.

Figure 1 demonstrates this effect from the perspective of the SCOM admin console. Notice the first

portion | highlighted, showing a message count of 196 alerts, and compare that with Figure 2 which
displayskS . AT ¢l f1 FTRYAYy O2y&az2ftSQa DNRdzL) | dzo DA SES &K:
Under normal circumstances, this would result in 198als or pages or SMS messages if SCOM

notifications have been configured.

HeadsSY /SYGSNI hLSNIGAz2ya alyl 3SNI 0F2NY¥SNI& ahat A& aiC
management. It provides a flexible and customizable framework for the monitoring of every Microsoft Enterprise

product, through the use of Managementdkas, released by both Microsoft, and Microsoft Partners, which supply

the heuristics and logic necessary to dynamically discover and monitor artifacts, and generate alerts and

notifications when undesirable events or conditions occur. With SCOM angbfineiate management packs,

you can monitor events, performance, log files, web URLSs, application configuration settings, service and process
availability, and much more.
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W System Center Operations Manager 2007 R2

File  Edit

Active Alerts (1%)

EL ] ﬁnitoling Al Lookfor: FindMow  Clear
Active Alerts = =
Discovered Inventory i1 ‘ Source. ’@ I?«l Name Resolution State | Created Y| Age Type
Distributed Applications (= Severity: Critical {196)
La‘skjfktalu; @ Microsoft.BizTak.2006.... ERROR: An outbound message is being suspended by the Adapter New 2/25/2010 10:42:21 AM 19 Minutes EventCollection
nik/Linu Servers L
Windows Compulers () Microsoft. BizTak.2006.... ERROR: An outbound message is being suspended by the Adapter New 2(25(2010 10:42:21 AM 19 Minutes EventCollection
Agentless Exception Monitoring @ vicrosoft BizTak,2006.... ERROR: An outhound message is being suspended by the Adapter New 2{25/2010 10:42:21 &M 19 Minutes EventCallection
(21 Andres AD MP E . . o i
£3 AndresBicT ak Overides @ Micrasoft.BizTalk.2006.... ERROR: An outbound message is being suspended by the Adapter New 2{25/2010 10:42:21 AM 19 Minutes EventCollection
L BieTalk Server @ Microsoft.BizTalk,2006.... ERROR: An outbound message is being suspended by the Adapter Hew 2/25[2010 10:42:21 &M 19 Minutes EventCollection
L3 Data Warehouse
L3 Microsoft Audit Collection Service:
@ A Mistacoft Massana Miana 3
g @ ERROR: An outbound message is being suspended by the Adapter Alert Description
Show o Hide Views... = nt to adapter "WCF-BasicHtip" on send port "MySendPort1” with URT
New View » Source: L@ Microsoft.BizTak. 2006 BizTakserver.ServerRole ontoso.com/Temp: WebService/Convert.asmx"is suspended.

e Error details: System.InvalidOperationException: An action mapping was defined but BTS.Operation was not found
J Monitoring Path: opsmgr.litware,com\Microsoft.BizTalk.2006.BizTalkServer.ServerRole in the message context.
atMicrosoft.BizTak.Adapter
at Microsoft, BizTak. Adapter
IRequestChannel channel)
at Microsoft.BizTalk.Adapter. Wcf .Runtime. WcfClient " 2.SendMessage (IBaseMessage bizTalkMessage)

Runtime. WefClient” 2.LookupAction(IBas geContext messageContext)
Runtime.WefClient” 2.SendRequestiMessage (IBaseMessage bizTakMessage,

MertRue: () Core Alert: ERROR - An outbound message is being suspended by the Adapter

Messageld: {5927182F-3239-4C 2E-9F 8 -SED6E 100DE 3D}
Created: 2/25/2010 10:37:47 AM
InstancelD: {1965EBAB-95FA-4A0B-93F3-DD518DF SABSF}

Knowledge: B View additonal knowledge. ..

Summary

Figurel: SCOM Admin consoleAlerts View

=
uj_:IE G roup Overview Refresh this page to update results (press F5)

L 7" Group Hub }/ Suspended (resumable) r New Query I -

Configuration Dverview

Group name: BizT alk Group Applications (3] @
Server: OPSMGR Host Instances [2] @
Database: BizT alkiMamtDb Adapter Handlers (31 @
©) Leam about Administration and Troubleshooting
Work in Progress Suspended Items
Running service instances 0 Suspended service instances 136
- Dehydrated orchestrations 0 - Besumable 196
- Retrying and idle ports 0 - Non-resumable 0
- Ready service instances 0
- Scheduled service instances 0
G d S ded Service |
Grouped by Application Grouped by Service Name
‘WebService-wWCFConsumeS ample 196 MySendPort1 196
Grouped by Enror Code Grouped by URI
0xc0c0167a (Transmission Failure) 196 http: /v contoso.com/ TemperaturewebService/Convert. asmx 196

Figure2: BizTalk Admin consoleGroup Hub

¢tKS AYAGALIE NBaLRyaS FTNRY {/ha FRYAYAAGNI i2N&B YASZ
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instances of the alerts is contrary to the objective of implementing SCOM and the BizTalk Management

Pack, namely to make BizTalk administration easier. So the objective is to override the BizTalk
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Management Pdg but to do so in such a way that we do still get alerted when messaging operations
fail, just not thousands of times.

How, then, do we prevent SCOM from generating these thousands of alerts? There is a little known
piece of functionality for SCOMOonitors and rules whereby alerts can be configured to be grouped
according to one or more properties of the alert. As a result, multiple alerts with the same values for
these properties are grouped together, and instead of generating new alert instances, Si@galiv
increments the alert count.

The first hurdle we must clear is the fact that the BizTalk Management Pack for SCOM is sealed.
Essentially, a certificate has been applied to the management pack so as to prevent it from being
changed in any way. Ehiloes not mean that the settings of the BizTalk Management Pack are final,
because what we can do is to create a custom management pack, and to override certain settings of the
BizTalk Management Pack so as to achieve arsamdwhere SCOM behaves moreotar liking.

The basic plan is as follows:

Create our custom management pack.

Find the BizTalk SCOM alert we want to change.

Document the settings of the BizTalk Management Pack alert we want to change.
Override the BizTalk Management Pack alert, smaksable it.

Create a brand new alert, with the settings we documented earlier.

Change the grouping properties so alerts are grouped as per our criteria.

o gk whE

Creating a new custom management pack is fairly straight forward, and as a general recommended best
practice, you should have a custom management pack for every sealed management pack. After

opening the SCOM Administration Console, open the Administration sectionglighbn Management

Packs and select Create Management Pack. In the dialog boxopaich up, give the Management

tF 01 I RSAONRLIIAGS yIlFYSs adzOK |ay a/2yiGaz2a2 . Al ¢l f
for this example. The Management Pack creation wizard is fairly straight forward, and should only

require a name and versianformation.

The next item in our master plan is to figure out what exactly it is that we want to change. Any time we

make changes to existing management packs in SCOM we call those changes overrides. So, what is it

that SCOM uses to monitor what BizTialkloing? How does SCOM figure out when BizTalk messages

are not flowing in or out of BizTalk? Fortunately for us, and our purposes, the artifact SCOM uses is

actually very simple. SCOM simply monitors the Windows Application event log on the Bizdratiesa
f221Ay3 F2NJ ALISOATAO 90SyYyil L5Qa gA0K &aLISOAFTAO &2dz
the specified events occur. Figure 3 shows the Application event log entry for the messages suspended
earlier.

Page4



Event Properties L
Event I
Date: gl Source:  BizTalk Server 2009

Time: 10:37:43 AM Category: BizT alk Server 2003

_t |
Type: Error Event|D: 5754 + |

User: MN/d
Computer: OPSMGR

Description:

A message sent to adapter ""w/CF-BasicHttp" on send port
"MySendPort1" with LRI

suspended.

Error details; System.InvalidD perationE xception: An action mapping

(IBaseMessageContext messageContext]
at Microsoft.BizT alk.Adapter. \Wcf. Runtime. \WefClient”
2 SendRequesttessage(lBaseMessage bizT alkMessage,

Data: 5 Butes € Words

"http: /v, contoso.com/ T emperature\WebS ervice/Convert. asmy' is

13

was defined but BTS.Operation was not found in the message contest.
at Microsoft.BizT alk.Adapter. W cf. Buntime. \WefClient 2. Lookupéction

=

=]
b

v

| oK I Cancel | Apply I

Figure3: Event Log for a particular suspended message

Of course, there are many different events BizTalk can issue, according to the nature of the problem in
guestion. The events generated for a transmission failure by an FTP adapter may be differgné than

events generated in sending a SOAP message. Accordingly, SCOM has different rules for all the possible
occurrences of events. So where do we start looking? Well, as it turns out the SCOM alert actually tells

us all we need to know about the rule whiis firing the alert, as shown by the second highlighted item

in Figure 1 above with the label of Alert Rule. The Alert Rule tells us exactly which SCOM rule has

0KA& OI @AB outbnundinassdge/is ! f S NIi

GNRAIISNBR GKS SNz Ay
0SAy3 &dzaLISYRSR o6& G(KS

I RIF LJG SNIb ¢

Messaging alerts, as designed by the developers of the BizTalk Management Pack, all start with the

g2NRa a/ 2NB ! SNIz¢ | yR

S Oy FTAYR (GKSY

section(highlighted on the left pane in Figure 4 below,) expanding the Management Pack Objects node,
¢KSY 2y GKS NAIKI{
the rules installed on the SCOM server with the k@yMR & &/ 2NB ! t SN ¢ = |

FYR Ot AOlAY3 2y wdd Sao

proactively override these alerts in order to prevent alert flooding, but since there are over fifty of

iKSaSs L ¢2df R NBO2YYSYR 2yteé alddzyAiay3é
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PA system Center Operations Manager 2007 R2 - MG1
W ]

File  Edit

§ Actions | @ mCreate aRue i & Overrides ~

& | 4 Authoring 4 Look for: [CoreAIert— Find Nows Clear X
) Management Pack Templat
iék Distributed Applications Name Inherited from Management Pack L Created Enabled by default et
&9 Groups =) Type: BizTalk Server (57)

g % ?iajn:ae:e:t Pack Objects ﬂ Core Alert: ERROR - Messaging Engine has suspended message. Faile... BizTalk Server BizTalk Server Monitor... 1f11/2010 11:41:26... Yes
‘:\‘ Mo:it::rse g ﬂ Core Alert: CRITICAL ERROR - A BizTalk subservice has failed while ex... BizTalk Server BizTalk Server Monitor... 1f11/2010 11:41:26... Yes
i}) Object Discoveries (5] Core Alert: WARNING - An adapter Failed to transmit an outbound me...  BizTalk Server BizTalk Server Monitor... 1/11{201011:41:26... No
§ u g‘jleersrides E Core Alert: ERROR - Orchestration instance suspended due to errors, ... BizTalk Server BizTalk Server Monitor... 1f11/2010 11:41:26... Yes

7 Service Level Tracking ﬂ Core Alert: SERVICE UNAVAILABLE - BizTalk HTTP Receive Adapter fail... BizTalk Server BizTalk Server Monitor... 1/11f2010 11:41:26... Yes =
J \Tfiaesv'\z J Core Alert: ERROR - There was a failure executing a Receive Pipeline BizTalk Server BizTalk Server Monitor... 1f11/201011:41:26... No
_}B Core Alert: ERROR - FTP-Receive-Message-Suspend BizTalk Server BizTalk Server Monitor... 1f11/201011:41:26... Yes
4 I | _,l @ Core Alert: CRITICAL ERROR - The Message Engine failed to retrieve ...  BizTalk Server BizTalk Server Monitor... 1f11/2010 11:41:26... Yes
Add Moritaring Wizard. . _M Core Alert: Error - SERYICE UNAVAILABLE: All Receive locations are b...  BizTalk Server BizTalk Server Monitor... 1/11f201011:41:26... Yes
Iew Distributed Application. .. ﬂ A-Core Alert: ERROR - FILE-Receive-Message Suspended BizTalk Server Andres-BizTalk Overri...  1/11{2010 9:37:26 PM  Yes
New Group... j& Core Alert: SERVICE UNAVAILABLE: The Message Engine could not co...  BizTalk Server BizTalk Server Monitor... 1/11/2010 11:41:26... Yes
e E Core Alert: ERROR - There was a failure executing a send Pipeline BizTalk Server BizTalk Server Monitor... 1f11/2010 11:41:26... Yes
e ﬂ Core Alert: ERROR - An outbound message is being suspended by the... BizTalk Server BizTalk Server Monitor... 1f11f201011:41:26... Yes
;_j Core Alert: ERROR - An inbound message encountered a routing failure  BizTalk Server BizTalk Server Monitor... 1f11f201011:41:26... No
ﬂ Core Alert: ERROR - The HTTP send adapter cannot connect to the re... BizTalk Server BizTalk Server Monitor... 1f11/201011:41:26... Yes
_ﬂ Core Alert: Warning - Duplicate Messages due to POP3 Adapter Comm... BizTalk Server BizTalk Server Monitor... 1f11j201011:41:26... No
ﬂ Core Alert: ERROR - A file send adapter cannot open File for writing BizTalk Server BizTalk Server Monitor... 1f11f201011:41:26... Yes

Vj Core Alert: CRITICAL ERROR - A Stored procedure failed BizTalk Server BizTalk Server Monitor... 1/11/2010 11:41:26... Yes b

4 »

Figure4: List of the 57 messaging related alert rules in the BizTalk Management Pack

Referring back to our master plan above, in step 2 we have to find the alert rule we are interested in

modifying. In this case, | highlighted our particular rule inr€ig. Now we can rightlick on the rule

and select properties, so that we can document (step 3 of the plan) the settings and behavior of the rule

AY 2NRSNJ (2 ONBIGS | ySg NHzAZ S 6AGK AAYAEFINI O2yFA3
propertiS&d o0& Of AO1Ay3 2y (GKS IfSNI NzZ SQa ylIYS L KA3IK
properties box.

Figure 5 shows the Configuration tab of the properties dialog box for the Core Alert rule we are

interested in. The Configuration tab is the only eveereally care about since this is where all the
aStidAay3a ¢6SQNB t221Ay3a (2 R20dzySyid IINB t20FiSR®
the alert does, but this knowledge is not that relevant.

CANRUG ¢S Qf DateRSputcdpropeytias whiéh Sve can do by clickingonthetp2 a0 a+xA Sg X €
button, to see where our alert data comes from, as shown in Figure 6. The Log Name tab shows us that

the data comes from the Application event log, and the Expression tab shows us that the alert uses a

logical expression equivalent to (Event Level = Error) AND (Event ID =5754) AND (Event Source = BizTalk
Server 2006 OR Event Source = BizTalk Server 2009). Remember, these are the configuration settings of
the rule that is part of the BizTalk Managemedpack. We are documenting them, so we can create a

custom rule of our own in our unsealed management pack. To document these settings, write them

down, or take screenshots of the properties box.

Next we need to document the properties for the SC@lbtt that will be generated. We cancel out of
GKS 5FGF {2dz2NDOS& RAFE23 62ESX |yR dzy RSNJ G4 KS wSaLRy
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Figue 7, including the Alert Name, Alert Priority, Alert Severity, and the Alert Description, in this case
$Data/EventDescription$.

n‘l Core Alert: ERROR - An outbound message is being suspended b_x‘,:thtf

General Configuration IProduct Knowledgel Company Knowledgel Uvenidesl

Rule configuration

A rule contains one or more data sources, an optional condition and one or more

responses. You can add new responses and apply the 'run as' profiles to be used when
the rule is run.

Data sources:

Data source | Run as profile I View...

[Default] |

Condition:  [Not used]

Responses:
Response | Run as profile | &dd., I
Event Data Collection ‘Write Action | [Default] j Vil I
Event data publisher [Default] I

> Generatedlert v HEmovE

Figure5: Alert rule configuration properties
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Microsoft.BizTalk.Server.2006.0utboundMessageSuspendedBy Adapter

LogName Expression

Filter one or more events

Build the expression to filter one or more events:

Gilnsert v | Delete X l Formula ¥
Parameter Name | Operator | Value
= AND group (all of these are true)
=) OR group [any of these is true)
Event Source Equals BizTalk Server 2006
Event Source Equals BizTalk Server 2003
Event D Equals 5754

y ™

Close

%

Figure6: Alert Rule Evenlog filter expression
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Generatedlert - Properties I x|

Specify the information that will be generated by the alert

Alert hame: Prigrity:
|EHHOFI: &n outbound message is being suspended lHiQh _LI
Alert description: Severity:

$Data/EventDescription$ _I I Critical _:J

Custom alert fields... Alert suppression...

Close

Z

Figure7: GenerateAlert configuration properties

Having documented these properties, we then need to check out the Alert Suppression settings. Alert
suppression is the mechanism we are looking to levesaginat instead of generating multiple alerts

(and thereby multiple enails or SMS messages), we generate just one when the alert is raised, and
increase the Repeat Count of the alert by one every time the event occurs. Figure 8 shows the Alert
Suppressin Settings for the alert we are exploring here. As you can see, by default, the events are
configured to be grouped by Event ID, Event Source, and something called Parameter 1. There is also an
advanced suppression parameter, which you can reviewbubvihi 6 S 62y Qi ySSR®
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Figure8: Alert Suppression configuration properties

After having documented the configuration settings for the alert rule, it is time to do away with the

rule. Again, since the rule is defined in a sealeshagement pack, we cannot remove it, but we can

override it. To override the alert, from the Authoring console view of Core Alerts, right click on the

G/ 2NB | f §INYi Y2 &ivavhdzy R YSaalk3aS Aa o60SAy3 adz&ALISYRSR 0¢
and select Disable the Rule For all objects of type BizTalk Server. This will override the rule for all

BizTalk servers monitored by SCOM. If you only wish to override the rule for some servers, you can

target the override accordingly by placing diffeteservers into SCOM groups and targeting the override

to just the groups you want.

Configure the Override properties as shown in Figure 9, making sure to select your custom management

pack (in our case the Contoso BizTalk Management Pack), checkingtfelctds 2 E F2NJ 49yl of SR
aSt SOUAYT Yy Ah@SNNRARS I tdzS¢ 2F CrHfasSz GKSy OfAO
rule on all BizTalk Servers, which is not a problem since we are going to create one from scratch. We will
have full contol over the new rule.
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