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Enhanced FTP Adapter with FTPS Support
Summary This article describes in detail the new features added to the FTP adapter in BizTalk Server
2010.

Author: Thiago Almeidahtp://connectedthoughts.wordpress.cojrns a BizTalk Server MVP and works

as a Senior Consultant at Datacom, one of the largest IT services provider in New Zealand. The contents
of this article and the opinionsxpressed in it are the sole responsibility of the author. This article is

based on a beta release and features are subject to change before the RTM release.

Introduction

Even though new message transmission protocols and standards like the ones sufnyot€eF are
becoming the first choice for data exchange nowadays, the File Transfer Protocol (FTP) is still very
popular. FTP has been supported by BizTalk Server since its first edition. Now with BizTalk Server 2010
Microsoft have also extended it with tlbe important new features:

1 Secure FTP support
1 Downloading readonly files
1 Atomic file transfer for the ASCII mode

In this article | will describe each of the new features in detail.

Another improvement not discussed in this article is that the performance reliability of the FTP adapter
has been increased, with some gains in the performance while sending Oagasocket buffer size has
been increased so that optimal performance itiaged when sending large files.

Secure FTP

Secure FTP (also known as FTPS or FTP over SSL) is an extension to the original FTP protocol that adds
SSUTLSYONR LIIA2Y (G2 GKS OKI yy St oFTR SeculitgExtRrSi@nsd Yy SR o6& (K
(http://tools.ietf.org/html/rfc2228).

It is important to note that Secure FTP is different from the SSH File Transfer Protocol, or SFTP, which is
another standard for secure file transfer popular in UnixSygta @ { C¢t Q& A Y LI SYSydl GA2
different from Secure FTP and is not supported out of the box by BizTalk Server. There are third party
FRFLIGSNAR §KF3G &dzldli2 NI htth/ivwne. dsdftBareycampgoduiitghiztdlbanthe ! R LIG S
free SFTP adapter on Codeplb#t://sftpadapter.codeplex.com

¢CKSNE A& | yS¢g aSO0lA2y Ay (GKS C¢t ! RILJdamdna O2y FA
receiveconfiguration pag®f the FTP adapter, with four new properties:

1 Client Certificate Hask This is the thumbprint of the SHAL1 certificate that should be used. If
BizTalk does not find the right certificate it will throw an exception. Endwagyiou log on to
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the machine with the BizTalk Server host instance user account and load the client certificate on
G2 0GKIFG dzAaSNDRAa t SNaR2YIFf &adi2NBO

FTPS Connection ModgExplicit or Implicit. On explicit connections an initial negotiation is
established taletermine the security mechanism. Once the security is established the
connection is changed to the agreed secure mode. The server can also allow the connection to
continue without encryption if the client does not support it. There is no negotiation téh

Implicit mode, the server expects the client to start the connection directly on a TLS/SSL secure
mode, and the server drops the connection otherwise.

Use Data Protectiom Whether the data channel should also be encrypted during the file
exchange. Wén set to No only the control channel will be encrypted. The FTP commands are
exchanged through the control channel, including credential and identification information. The
data channel is used to transfer the file data according to the specified modgypadlf the

contents of your file should also be encrypted then enable this setting.

Use SSt, This enables or disables FTPS. The default is No, so the adapter does not try to
connect via FTPS by default.

The configuration of the send port to use SSliregan 11S 7.5 FTP server would look like the following:

b

Properties

Account

b |
CAFTPTest\Log\FTP log -

Password T

Port 21

Representation binary

Server ThiagoWin7-PC

S50 Affiliate

Target File Mame %SourceFileMame ™ N

IJzer Mame ThiagoWin7-PCihiagowin7

55L

Client Cerificate Hash 9d 35 3c 97 d71fe 52 17 ba d4.,

FTPS Connection Mode Explicit

Use Data Protection Yes =

ge S5L Yes

Tuning Pareameters

Connection Limit 0

Temporary Folder il
Optional account name forthe FTP Server

oK || Ccancsl Apply Help

Figurel - FTP Adapter properties
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Not securing FTP connections is a big vulnerability. Any network packet sniffer tool will be able to trace
the credentials and the datagling transferred. Without SSLpacket sniffer would see a trace similar to
the following on the FTP control connection, including the username and password in clear text:

220 Microsoft FTP Service

USER ThiagoWin7 - PC|thiagowin7

331 Password required for Th iagoWin7 - PCjthiagowin7.
PASS pass@wordl

230 User logged in.

PWD

257 "[" is current directory.

PWD

257 "' is current directory.

PWD

257 "[" is current directory.

TYPE |

200 Type set to I.

PASV

227 Entering Passive Mode (192,168,1,7,225,85).
STOR test.xml

125 Data connection already open; Transfer starting.
226 Transfer complete.

The trace above is also what gets saved to the log file (configurable on the Log property of the FTP
F RFLIGSNI LINPLISNIASAOD |fGK2dAK GKS LI aag2NR Aa Yl aj

Sendng the file with SSL enabled changes the transfer considerably. Only the initial conversation to
determine the encryption requirement is in clear text, and from then on only encrypted data is sent:

220 Microsoft FTP Service

AUTH TLS

234 AUTH command ok.  Expecting TLS Negotiation.
...encrypted SSL communication and commands...

For troubleshooting purposes the log file generated by the FTP adapter still shows the entire list of
commands:

< 220 Microsoft FTP Service

> AUTH TLS

< 234 AUTH command ok. Expect ing TLS Negotiation.
>PBSZ0

< 200 PBSZ command successful.

>PROT P

< 200 PROT command successful.

> USER ThiagoWin7 - PC|thiagowin7

< 331 Password required for ThiagoWin7 - PC|thiagowin7.
> PASS xxxx

< 230 User logged in.

> PWD

< 257 "["is current directory.

> PWD
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< 257 "["is current directory.

> PWD

< 257 "' is current directory.

>TYPE |

< 200 Type set to I.

> PASV

< 227 Entering Passive Mode (192,168,1,7,234,106).
> STOR test.xml

< 125 Data connection already open; Transfer starting.
<226 Tran sfer complete.

The adapteralso has new messagentext properties for the SSkature, namelyClientCertificateHash

FtpsConnectionModeUseDataProtectiorand UseSslIThis allows the SSL feature to be configured for

dynamic send ports. For example, fromy 2 NOKS&GNI A2y Qa YSaal 3s
FTP server detail as above can be set for a dynamic send port:
BizTalk Expression Editor * A X

) e, A2

Enter an expression that assigns a value to a message, Ezarnples:
Messagel = Messaged;
Messagel(™) = Message2(*);
invoicebessageD = "01234";
rrClass createPurchaseOrden(POMessage);
Inwoice,POID = xpath(PurchaseOrder, "™[local-name="PO5chema’l™[local-name)="POMNumber']");

Message_2 = Message_1;

Message 2(*) = Message 1(*):

Port_2(Microsoft.XLANGs.BaseTypes.Address) = "ftp://ThiagoWin7-PC:21/¥SourceFileName®";
Message 2(FTP.UserName) = "ThiagoWin7-PC|thiagowin7?";

Message_ 2(FTP.Password) = "passfwordl”™;

Message 2(FTP.CommandLogFileName) = @"C:\FTPTest\Log\FTP.log";

Message 2(FTP.FtpsConnectionMode) = "Explicit™;

Message 2(FTP.UseDataProtection) = true;
Message 2(FTP.UseSsl) = true;

100% - I

Message 2(FTP.ClientCertificateHash) = "9d 35 3c 97 d7 fe 52 17 ba d4 d7 e3 d5 c5 b4 fd f9 @8 98 of";

1

Figure2 - Dynamic FTP SSL settings in an orchestration

Fa&ATy

Of course, hard coding credentials and connection configuration in an orchestration as above is not

recommended. It is recommended to use Enterprise Single@igor a secure database to store them

and then retrieve the details dynamically.

It is commorto create a dedicated host to be used on FTP ports (FTPHost on the image below):
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ﬂ Host Instances

Hoszt Mame Hozt Tupe Server Mame Status Logon
#‘* BizT alkServerlzolatedHost  [zolated Thiagotfind-PC Mot Applicable BT Service
#‘* BizT alkServerdpplication  In-FProcess Thiagotfind-PC J) Running BT Service
#‘* FTPSHost In-Process Thiagofind-PC J) Running WBTServiceT gted

Figure3 - Host instances

Usually a dedicated FTP host is created to separate the adapter from everything else running on the
same BizTalk environment. This ensures it has its own host instance(s), memory allocation and CPU
threads. It also aids in fixing and troubleshooting isstiese all FTP ports are isolated to this host.

Throttling and performance settings can also be applied specifically to this host to meet the demands of
the adapter. Further isolation between receiving FTP ports and sending FTP ports is also common. Each
environment is different though and this does not apply to all as too many hosts will start to strain the
environment resources.

Note that in the Figure 3 the FTPHost instance logon account is a user called BTServiceTrusted, which is
different from the use BTService configured for the BizTalkServerApplication host instance.

Using the FTPHost on a static FTP send port would mean that we need to load the SSL certificate to the
personal store of the BTServiceTrusted user since that is the user for the FhB$tasstance:
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i

- SND_FTPS - Send Part Properties ==
Transport Advanced Options
Mame: SHO FTPS
Backup Tranzport
Outhound Maps Port type: Static One-way
Filters Transport
Certificate Select a tranzport tppe and tranzport address below.
Tracking
Type: [FTF' v] [ Caonfigure. ..
LRI ftp: A/ Thiagohafing-PC: 21 £S5 aurceFileM ames
Send handler: [FT PSHost V]
Send pipeline: PazsThruTransmit  [Microzoft BizT alk.Defar E]
Dezcription:
. e

Figure4 - FTP send port host selection

When sending a message through a dynamic send port configured as per Figure 2 BizTalk Server might
FILAE 6A0GK |y NCEiéXelifitateynatshingtheypraviddient certificate hash was

found. Verify if the certificate is present in the personal store of the corresponding BizTalk host instance
user accourt. Why? Dynamic sends use the default send handler for the adapter.
BizTalkServerApplication is the detshdndler for the out of the box adapters, and therefore it uses the
account for the host instance of BizTalkServerApplication. BTService in this case. The default handler

marked by the black tickbox on the handler i(.l:

Page9



| Consaole Root
= - FTP
a 57 BizTalk Server Administration

4 33 BizTalk Group [THIAGOWINT-P Host Mame Direction Adapter
' i .s.:rzil:satmns E BizT alkSerertpplication Send FTP
4 [ Platform Settings [&] FTPSHost Send FTP
& Hosts E BizT alkSerertpplication Receive FTP
Ly Hostlnstances (3] FTPSHost Receive FTP

[l Servers
L Message Boxes
4 [ Adapters
B% FILE
i FTP

Figure5 - FTP adapter handlers

There are two ways to get around this. Either:

1 Load the SSL certificate on to the Personal store of BTService, the account configured for the
BizTalkServerApplication host instance which is the default send handler; or

1 Change thalefault send handler of the FTP adapter to be FTPHost, the same host we used on
the static send port. This is done by opening the properties page of the FTPHost send handler
YR GAO1AYy3 GKS Wal 1S (GKAA GKS RSF¥lLdzZ G KIyRfSN
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@FTF‘ - Adapter Handler Properties @

An adapter Handler iz the BizT alk. Server hozst responzible for executing a particular

adapter.

Adapter name: FTF

Hozt name: [ FTPSHost ~ ]
Direction: Send

take this the default handler

Dezcription:

0k ] [ Coneel ] [ aonl

Figure6 - FTP adapter handler properties

If we change the default handler to be FTPHost then BizTalk Server will find the correct

certificate on the BTServiceTrusted user certificate store and be able to transfer the file. This is
importantto keepy YAYR AF @2dzNJ | LILX AOF A2y & dzaS Ydzt G A L
dynamically choose what host handler the dynamic send port uses, you have to use the same

user for all the SSL certificates of your dynamic FTP send ports.

If you encounter probles with the SSL feature of the adapter here are a few troubleshooting tips:

1 Temporarily configure logging by setting up the Log property of the adapter to a folder where
the host instance user has read and write access. For exa@fd,PTe$tod FTP.log
1 Review the BizTalk Server event log for exceptions
T LT AT c¢lHE]l {SNIBSNI GKNRga | Mockdeidldaielatjableiy G(KS S
the security package "AldClient Certificate matching the provided client certificate hash was
found. Veify if the certificate is present in the personal store of the corresponding BizTalk host
instance user accoutif.ensure you log on to the machine as the BizTalk Server host instance

Page
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user for the handler selected on the port then load the right certifiéa Ay G2 GKS dza SN
store

Ensure the certificate and the server name match otherwise BizTalk might throw an exception

fA1S GKS! yROFE oAy IF2viySOUG G2 C¢t ASNIBISNI WMHT &n
t/ POGKALFI26AYT QD L ye/sbriet nareenSHeldekver yertifcStdidodshal Y  W¢ K
YIGOK gAGK GKS ylIYS 2F (KS LKeaAOlt &SNBSN® al

Downloading read -only files
Read only files and files that get refreshed with the same name are common in FTRss&iE alk
2010 now supports these scenarios.

The easiest way to test this feature is to configure 1IS 7.5 with FTP. Once configured with the basic
settings the FTP site will listen on port 21 and map to the %SystemDinetptib\ ftproot physical path:

-

b

Advanced Settings I. ? &J

B (General)
Allow UTFS True
Bindings *21:ThiagoWin7-P(|
2
Marme THIAGOWINT-FTP
Physical Path SeSystemDrivedt\inetpub\ftproot
Start Automatically True

E Behavior
Connections
File Handling

Bindings
[bindings] A binding is a combination of [P address, port and host header (the "host
header" can be a domain name). FTP listens on the IP / port for incoming requests.

0K ] l Cancel

Figure7-1IS 7.5 FTP sigroperties
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BizTalk 2009 and previous versions only had two setting under padfibegyal and Unit:

. Polling :
Interyval 60
[t Seconds

Figure8 - BizTalk 2009 FTP polling settings

The updated adapter has three new settinBglete After DownloagdEnable Timestamp comparison
andRedownload Interval

Polling

Delete After Download No
Enable Timestamp comparzon Mo
Interval &0
Fedu:uwnlu:uad Interval 240

it Minutes

Figure9 - BizTalk 2010 FTP polling settings

These new settings support the idea of realy files and filesvith the same filename getting
F LILSYRSR G2 2N 20SNBNARAGGSYd | SNBQa || RSAONARLIGAZY

91 Delete After Download; The name says it althis tells BizTalk if the FTP adapter should or
aK2dz RyQi GNEB (2 RSt S Sloitwill Sot thy fofdedete the fileSafter NS+ RA y 3
reading its contents and will leave it as it is. If seYésit will attempt to delete the file and
Ady2NB (GKS 20KSNJ Gg2 aSitiAay3da RSAONAROSR o0Sft2g0d
Warningentyg A G K S@Syid AR ptnn 2y GKS | LILJX VUaabléi A2y S¢
G2 RSESGS GKS FAES WrFTAES yI Y SHdrendtf filaickl®l C¢t &S
not be opened by the FTP se@dthis is a similar behavior to the FTP@dain BizTalk Server
2009, although the inner exception details are now part of the event log entry. Setting this
option to Nowill tell the adapter to leave the file on the server without raising any warnings,
besides enabling the other two properties support the reaebnly file scenario.
f  Enable Timestamp comparisan5 SG SN¥YAy Sa AF . AT ¢Ff1 { SNBSN &aK2
timestamp to check if it has changed since the last time it was downloaded. This setting requires
the MDTM command to beupported by the FTP site. If setYesthen the file gets re
downloaded only if it was modified and tfRedownload IntervaLINR LISNIié R2Say Qi | LJ
1 Redownload Intervak This is the time interval that the adapter will wait todewnload a file.
It doesthis by comparing the filename and URI (for example,
ftp://ftp.myftpserver.com:21/*.xml) and the last time the file was downloaded. This is only used
if Enable Timestamp Comparisdmdisabled or if the sger does not support the MDTM
command. The time unit is determined by the Unit property. A valué disables this feature,
and a value of 0 causes the file to be redownloaded at each polling cycle.

As a simple example to describe these features lefreate two readonly files calledest.xmland
text2.xmlon the FTP folder:
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ftp://ftp.myftpserver.com/*.xml

i v Computer » Win7_VHD (C:) » inetpub » ftproot

- &3 Open Burn MNew folder
Mame Date modified Type Size
=] testaml 6/28/2010 9:45 PM XML Document 1 KB
|=] test2.xml 6/28/2010 9:45 PM XML Document 1KE

-
) testxml, ... Properties

===

General | Details

j 2 Files, 0 Folders

Type: All of type XML Document
Location: Allin C:Yjnetpub\ftproot
Size: 73 bytes (73 bytes)

Size ondisk: 8,00 KB (8,192 bytes)

Attributes Read-only
Hidden

Figure10- Readonly files on FTP folder

¢tKSy tSiQa O2yFA3Idz2NB GKS

on the Polling section:

Page
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-
Properties

SHE=

[- Batch

> Firewall

- FTP

4 | Polling ;
Delete After Download No
Enable Timestamp comparson  No
Interval 30
Redownload Interval 300
Init Seconds

[ SS5L

[ Tuming Parameters

Polling

[ ok ][ Camcel |[ oy [[ Heb

Figurell- FTP Adapter polling settings

These settings are telling the adapter to poll for files every 30 seconds, but only download previously
downloaded files after 300 seconds (5 minutes) without checkinghanges on their modified

timestamp.

[ SGQa GKSYy ONBFGS | aSyR LRNI 6AGK | FAECGSNI 2y (K
the FTP receive port will be routed to this send port:

Page
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i ™
% SND_File - Send Port Properties |28
General Filters
Transport Advanced Options Filter expressions determine which messages are routed to this Send Port from the
Backup Transport Message Box. Create one or more fitter expressions using any properties in the message
context.
Outbound Maps
(Fes | X Delete + Move Up + Move Down
Certficate Property Operator  Value Group by
Tracking [N/ &7 Recsiverorthiame — RCV_FTP And
*
BTS . ReceivePotMame ==RCV_FTF
Help [ ok | [ camce || Aoply

Figurel2- Send port filter

And then configure it to save the messages to a file location. The filename can be a combination of the
original file name picked up by the FTP adapter combined with the message GUID for uniqueness:

Page
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r ™
General | Authentication

Destination folder:

CAFTPTest\Out®, Browse. ..

“SounceFileMName_%Message|d % xml

File name:

Copy mode: Create Mew v]

[ Allow cache on write

[ Use temporary file while writing

| ok || cancsl Apply Help

Figurel3- File send portconfiguration

When we first enable the receive location we can see the two messages on the destination folder that
correspond to thedest.xmlandtext2.xmlfiles that we had on the FTP folder:

Mame Date mudﬁfied

|| testxml_{BCO419F7-26EE-4A39-AD20-2B51 FROAGFS3 ) xml 6/28,/2010 10:04 PM
|| test2xml_{COF0C31C-BA63-4359-AEDE-465BEFCOLAFA} xml 6/28,/2010 10:04 PM
Figurel4- Files created by first FTP poll

Based on our configuration of the FTP receive location BizTalk then redownloads the files only once
every 5 minutes:

Page
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-~
Mame Date modified

|=] testxm|_{BCO419F7-26EE-4A39-AD20-2B51 FE0AGFSE3 Laml 6/28/2010 10:04 PM
=] test2xml_{COFDC31 C-B863-4359-AEDE-465BEFCOLIARA L xm] 6/28/2010 10:04 PM
|Z| testamn|_{6AS48116-3E07-499B-01BE-4CHC5TTE4EED Ll 6/28/2010 10:09 PM
|=] testdoom|_{763079AF-1A3F-4BEE-E774-TDT7340FA1E2T Lol 6/28/2010 10:09 PM
=] testxmn|_{BFATFSEB-BACF-4EE2-ADBD-9005D5044F07 Lxml 6/28/2010 10:14 PM

|Z] testd.xm|_{FBFFIG6E-805C-4028-959C-84DDD509TACS Laxml 6/28/2010 10:14 PM

Figurel5- Files created bygubsequent=TP po#

So how does this featurewt] & dzy RSNJ 6 KS O2@SNEK L g2dz RyQd o6S L
the files somewhere for comparison on the next polling interval cycle. There are two simple tables on

the BizTalk message box database that hold the files information, namelyladgpys and

adap_DownloadedFiles:

uzse BizTalkM=sgBoxDb

=0

select * from [dbo].[adap UriKeys]

select * from [dbo].[adap DownloadedFiles]

Results | 3 Messages

URI ID ENABLETIMECOMPARISON
| ftp://ThiagoWin7PC:21/~xml : 3 0

IO FILENAME FILETIMESTAMP

3 | testml 2010-06-28 10:09:47.730

............

1 testZaml 2010-06-28 10:09:47 733

Figurel6 - Tables that support the reagnly FTP settings and last downloaded timestamp

BizTalk adds the URI and the timestamp comparison configuration addge UriKeygable, and
creates oneentry per file for that URI on thadap_DownloadedFiletable (linked by the ID column).
The value on th&ILETIMESTAMBlumn when using thRedownload Intervafeature is the last time
the file was downloaded. BizTalk uses this to decide if the filaldhme redownloaded or not. If it does
then it downloads the file and updates the table with the latest download timestamp.

What if now we modified the configuration of the receive location to enable timestamp comparison?
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i B
Properties

.....................

4 Polling
Delete Ater Download No
erva 1l
Redownload Interval 300
Init Seconds
[ SS5L
[ Tuming Parameters

| ok || cancel Apply Help

Figurel? - Enable Timestamp comparisasetting

If the FTP server supports ttdDTM command then the adapter is able to get the file timestamp. When
the adapter polls for messages next it will update ElABLETIMECOMPARISONMN of the
adap_UriKeygdable to 1, and updates th&ILETIMESTAM®BIumMn of the of theadap_DownloadedFiles
table with the last modified date of each file (instead of the last downloaded date):
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I.JSE BizTalkM=gBoxDb

z0

select * from [dbo].[adap UriKeys]

select * from [dbo].[adap DownloadedFiles]

Results |__*__3 Messages

URI ID ENABLETIMECOMPARISON
: ftp://ThiagoWin7-PC:21/xml : 3 |1

IO FILENAME FILETIMESTAMP

3 ! testxml 2010-06-28 09:45:01.000

3 testZxml 2010-06-28 10:01:40.000

Figurel8- Tables that support the reagnly FTP settings anidst modified timestamp

From then on BizTalk does not use the redownload interval property, i.e., the redownload interval
property is not applicable when the enable timestamp comparison property is enabled. It only
downloads the file again when the saved timesfain the table is different from the modified
timestamp of the file on the server. If we then make a change only tee$i2. xmlfile for example:

-~

Mame Date modified
= testxml 6/28/2010 9:45 PM
=) test2xml k52272010 10:25 PM |

Figure19 ¢ Modified timestamp of test2.xml file

BizTalk will pick it up on theext polling interval because its timestamp has changed, but it will not pick
up test.xmlbecause it has not changed:

Mame Date mcdﬁfied

| testxum|_{BCO419F7-26EE-4439- AD20-2B51 FE0ABFS3}xml 6/28/2010 10:04 PM
| test2xml_{COFOCI1C-BE63-4359- AEDE-465BEFCOLARA}xmI 6/28,2010 10:04 PM
|2 testaermnl_{6A848116-3ED7-499B-91BE-4C5C5TT84EED el 6/28/2010 10:09 PM
|2 test?xml_{763079AF-1ASF-4BEE-8774-TD7349FA1E2T Lxml 6/258/2010 10:09 PM
|2 testxm|_{BFATFEEB-B4CF-4EE2-ADBO-90D5D5044F07 )l 6/28/2010 10:14 PM

= test2.uml_{FBFFO6EB-805C-4028-959C-84DDDS0OTACS ) xml 6/28/2010 10:14 PM
E test2xml_{BAAZ19CH-37A1-42C0-2A1 D-040596934B75 ] 2ml 6/28/2010 10:25 PM

Figure20- Files created bygubsequent=TP po# and latest test2.xml download

The table below is taken fronmé FTP adapter documentation and lists when each of the three settings
applies and the expected behavior:
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Delete After Enable Redownload Adapter Behavior

Download Timestamp Interval
Comparison
Yes Not applicable Not The adapter deletes file from the FTP server after
applicable  downloading it. This is the default behavior of the
adapter.
No Yes Not The adapter does not delete a file from the FTP serve

applicable after downloading it. Instead the adapter compares the
FAESQa flFald YEnBhefMDISM G AY
command. Depending on the timestamp, the adapter
downloads the file again.

No No Applicable | The FTP adapter downloads a file from the FTP serve
after the interval you specify, irrespective of whether tl
file has been modified or not.

Tale 1 - Readonly features details from the FTP adapter documentation

Here are som&ery importanttips on this feature that could cause a lot of grief if not noted:

1 If you change the settings like the redownload interval BizWwillstill have the last timestamps
on those tables and this might affect when it downloads the files next

1 While we discuss the tables used to support the new adapter feature in this &@NOT
modify BizTalk Server database tables and their contents manually without being instructed so
by Microsoft

Support for atomic file transfer in ASCIl mode

For the ASCII file transfer mode the adapter now supports the uséeofiporary folderwhen sending
messages to an FTP server. This is an important feature as many FTP servers do not implement file locks
and might start reading the file before BizTalk Server has fully written it.

The adapter first writes the file to the temporary folder on the FTPeseonfigured on th& emporary
Folderproperty, and then moves the file to the final destination folder. If there is a problem during the
upload the adapter restarts the upload when in ASCII mode. For the binary mode it resumes the upload
as it did previasly.

In BizTalk 2009 when configuring the temporary folder of a send port with the ASCII file transfer mode a
message box exception pops up:
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Error |

i The temporary Folder can only be used when sending or receiving
#'  files with a binary representation type,

Figure21 - Temporary folder and transfer mode exception

In BizTalk Server 2010, fomskports, we can now configure the temporary folder even when the file
transfer mode is set to ASCII. Let us use the following configuration:

i ™
Properties
)41 & |

After Put -

Allocate Storage No

Before Put

Folder

Log CAFTPTest\Log\FTP log

Password SN EEEEEEEE

Port 21 —il N

|Representation ASCI

Server ThiagoWin 7-PC

S50 Affiliate

Target File Name “SourceFleMame ™ A

Iser Mame ThiagoWin 7-PCRhiagowin7 5
= 55L
4 Tuning Parameters

Connection Limit 1]

ITempu:-lar:.r Folder Temp .
Firewall

oK || cancel Apply Help

Figure22 - ASCII transfer mode and Temporary Folder for FTP send

b2dS TéngS FaxdniyGred on thefemporary Foldesetting. Now when BizTalk Server is
transmitting a file to the FTP server it first writes the file to the temporary folder on the remote FTP
server then moves it to the final folder. This is easy to see in the FTiRelog f

< 220 Microsoft FTP Service
> USER ThiagoWin7 - PC|thiagowin7
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< 331 Password required for ThiagoWin7 - PC|thiagowin7.
> PASS XxxX

< 230 User logged in.

> PWD

< 257 "' is current directory.

> PWD

< 257 "[" is current directory.

> PWD

< 257 "["is current directory.

> CWD Temp

< 250 CWD command successful.

> PWD

< 257 "/[Temp" is current directory.

>TYPEA

< 200 Type set to A.

> PASV

< 227 Entering Passive Mode (192,168,1,7,196,177).

> STOR {77d3175c - 3f7c - 411c - b829- 718dd7a98c50}
< 125 Data connection already open; Transfer starting.
< 226 Transfer complete.

> RNFR {77d3175c - 3f7c - 411c-b829- 718dd7a98c50}
< 350 Requested file action pending further information.

> RNTO //test.xml

< 250 RNTO command successful.

The log above clearly shows that the adapkek N& (

[en-N

0 NEPTéniss &R ANiNeB Qi (K2SNBYE

ax

with a GUID file name, before finally moving the file to the destination folder. If the transfer is
interrupted BizTalk restarts the ASCIl mode transfer later.

A few tips on this feature:

1 5 2y Qgeét tofcBeck that the FTP send port host instance user has read and write permissions
to the temporary and the final folders on the FTP server
1 TheTemporary Foldevalue is relative to the root folder that the user is presented to when first

logging in ® the FTP server

9 This setting only applies to the transmission of files (send port). On a receive location only binary
mode supports a local temporary foldétor the ASCIl mode BizTalk will restart the file

download from the FTP Server.

Comparison to oth er adapters

By far the most commonly utilize€elT P&dapter out there is the one from n/Software
(http://www.nsoftware.com/products/biztall. It hassome advantages over the out of the box adapter:

1 Supported natively in 68it. The out of the box BizTalk FTP adapter is still only supported on a

32-bit host
1 Enhanced logging and extra logging options
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1 Allows selection of certificates from stores other than the host instance user store

1 Advanced tuningptions like the number of threads used by each host handlete though
that the out of the box FTP adapter has been updated with performance optimizations on this
latest version.

1 The n/Software adapter license includes several other adapters, like(SERA-ile Transfer
Protocol) and Secure Email, as well as pipeline components like Zip and GZip compression

The main disadvantages of the n/Software adapter are:

1 Requires licensing on top of your BizTalk Sefgense and yearly support costs
52 S & gv@as mény settings for file redownloads. It h&etete Modesetting but no
Redownload Intervabr Enable Timestamp compariscsetting.

The n/Software adapters are still an attractive option if the adapter bundle provide you with extra
features requirel by your projectglike SFTP support for examplbut | would seriously consider the
out of the box adapter for FTP and FTPS connectivity first.

Conclusion
Scure FTP support, downloading realy files and Atomic file transfer for the ASCII maate very
welcome additions to the BizTalk FTP adapter. In this article | have described each of them in detail.

As a final note, remember that the host for the FTP receive adapter still needs to be clustered if you
have more than one instance of the host nimg fttp://msdn.microsoft.com/en
us/library/aa561801(v=BTS.20).akpkhe new features do not change this requirement.
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Creating business documents
By Toon Vanhdte [toon.vanhoutte @delawareconsulting.com],
BizTalk Consultant @elaware Consulting ®

Audience: BizTalk Developers DELAWARE
Technologies: BizTalk Server 2006/2009, VS.NET 2005/2008, Word.2007, Adobe ARFotAtS
Skill level: Beginner to Expert

Thankgo my colleage Simon Dedeken, for sharing his Pdf expergence

Introduction

Today's integration scenarios handle more and more complex processes, SO more human interaction is
often required. In order to respd to this trend, BizTalk did an excellent job with the introduction of

the WSS Adapter. This situation creates a growing need for creating business views of technical
messages. For example the creation of invoices, reminder letters, sales reportsappdevals,

subscription forms, ... and of course preferably in Word or Pdf.

This article describes two ways of creating Word documents and two ways of creating Pdf documents.
At the end there's a comparison between the different methods hsdggesthe appropriate method
for each scenario

The BizTalk flow is always similar: a send port receives a source XML message, where a custom pipeline
component transforms it into a Word/Pdf document. Fhete more information on creating custom
pipeline components.

«7uml wersion="1.0" encoding="utf-16" ?>
- «nsh:Invoice kminsins0="http://Delaware.BizTalk.Hotrod.Schemas.Invoice"> DELAWARE
- <BillTox
<Name>Delaware Consulting</Name:>
<Street-President Kennedypark 4</Stregt>
<Zipcode>8500</Zipcode>
<CityzKortrijk</City>
</BillTos
- <ShipTos .
<Name:=Delaware Consulting</Mame> Invoice Address Delivery Address.
«<Street>Uitbreidingstraat 2-8</Strest> elaware dting Delaware Consulting
<Zipcode>2600</Zipcode>

Prasident Kennedypark 4
<City>Berchems/City> 500 Kortrig
«/ShipTox
<InvoiceNumber=DBEDDD763</InvoiceNumbers Date: 2 1
e

<InvoiceDate>29/05/2010</InvoiceDates
<PurchaseOrder>P0O00213</PurchaseOrder>

INVOICE DBEDDO763

+ <Invoiceline>

+ <Invaoiceline>

+ <Invoicelines
<Tatalimount>35000</Totalimounts

</ns0: [nvoice> Total amount excluding VAT 5000 EUR

Creating Word document based on Word template

This method makes use of the Office Open XML file format. Open XML allows you to add a custom XML
part to a Word template and map the contentthiat XML to the document itself. By using this method,

you will add a custom XML part to a Word template and map it to the document. In BizTalk, a pipeline
component will receive a similar XML and load it into the Word template.

1. Define the layput of the Word document in Word 2007.

2. Add the developer tab to Word 200Word Options >> Show Developer tab in the Ribbon
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Top options for working with Word

I Show Mini Toolbar on selection G

- =
[V Enable Live Preview ) i 2 DI
f - - 3 —/ Home  Inset  Pagelayout  References  Mailings  Review  Wiew  Developer | Design  Layout
I {Showe Deweloper tab in the Ribhonil ‘
X X . X fiem == TRecord Macro 5 ||&Z Design Mode 5 Schema Dy o
¥ Open e-mail attachments in Full Screen Reading view 2} s % | & rropert E = g
ES roperties
Wisual Macros & | e tructure Protect Documen t
Color scheme: | Blug = Basic 3\ Macra Security | & Expansion Packs | Gocument~ || Template
Code Controls L Protect || Templates
ScreenTip style: IShUerature descriptions in ScreenTips 'l

3. EnteDesign Modand placeText Content Controlgherever you want them

INVOICE HUMBER | |NUMBER
Invoice Address Delivery Address
TNVOICENAME | | INVOICEMAME CELIVERYMAME | | DELIERYMAME
INWOICESTREET | | INWOICESTREET DELIVERYSTREET | | DELIVERYSTREET
INWOICEZIPCODE | | INYOICEZIPCODE CELIVERYZIPCODE | DELIVERYZIPCODE
INWOICECITY | | INVOICECITY DELIVERMCITY | DELIVERYCITY

4. Download the Word Content Contrololkit hereand install.

5. Open the Word document with the Word Content Control Toolkit and create the data mapping:

A Create a new custom XML part, in the right pane.

A Upload an existing validated test XML message, in the right pane.

A b2g AGQa GAYS (G2 R2 GKS O0AYRAYy3 o0SGeSSy GKS
Drag & drop the XML nodes from the Bind View tab to the corresponding Content Controls.

6. Create a send pipeline component with one configuration parameter: TemplatePath.
Reference the .NET libraDocumentFormat.OpenXml

TheExecutanethod should look like this:

/IRetrieve the XML input stream
Stream inXmlStream = inmsg.Bod yPart.Data;

Page

26


http://www.codeplex.com/dbe








































































































































































































































































































































